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Introduction

The product provides advanced tools for manipulating tab and column permissions,
layout and validation rules of items in SharePoint.

These are the main capabilities added to SharePoint by this product:

1. Tabs and Tab Permissions — Group columns into tabs/groups and assign
permissions directly to the tab. Permissions define if tab’s columns are
editable and visible. You can also set default tab for each user.

2. Advanced Column Permission Manipulation — List managers can grant
different permissions to users on columns, optionally depending on values of
other columns of the item. The permissions can be set to be read, write or deny
(hide column).

3. Column Value Validation — List managers can provide the ability to validate

input while editing items.

Validations can be in the form of regular expressions, string length, or in

relation to values of other columns.

Validation rules can optionally be applied only when certain conditions apply

to the item.

View Permissions - Permissions can also be set on list views.

Default Values — Provides the ability to set initial values in columns for new

items, and associate different values to different users.

ok~

Installation

You must be a server administrator to install this component.

Log on to the server and copy the Setup folder to a local directory. Double-click
Setup.exe to initiate the installation wizard. Follow the directions of the wizard to
finish the installation procedure.

Make sure the feature is activated at the Site Collection scope on each site collection
where you want to use the product.

If you have purchased Smart List Pro, use the Infowise license management page
accessible through the Central Administration site. Enter the License Key under
corresponding product. If no License Key is entered, the version is time-limited to 30
days. Both full and time-limited versions contain the same functionality.
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If you install Smart List Lite and later wish to upgrade to Smart List Pro, you
can purchase a license key and enter it under the Infowise Product Registration
page. You do not need to re-install the product.

Usage

The following instruction guides you step-by-step through the process of setting up
sample definitions for the various abilities available in Smart List Pro. Your real-life
settings procedure is very similar.

Smart List Lite Limitations

Smart List Lite is a full-featured, free version of Smart List Pro. Also having the same
functionality as premium product, there is certain limitations.
e Up to 2 tabs can be created
Each tab can contain up to 3 columns
Up to 3 permissions can be assigned to tabs
Up to 3 columns can be used in Advanced Column Permissions
Up to 2 view permissions can be set
Up to 3 input validation rules can be created
Up to 3 default values can be set

You can upgrade to the full version by entering a purchased license key

1. Tabs and Tab Permissions

Advanced column permissions take precedence over tab permissions. Even if
you set a tab to be hidden, but one of the columns is set to be shown, the tab
will be visible, albeit it will display only that column.

Tab permissions are only possible when no column is associated with more
" than one tab and All Columns Tab checkbox is left unchecked.

1.1. You create new tabs by enter the tab name in the New Tab field and pressing
Add button.

1.2. Once atab is created, make sure it is chosen in the Existing Tabs box.

1.3. Associate columns with the tab by selecting a column and pressing right arrow
icon.
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Tabs settings: Shared Documents

Tab names
Existing tabs:
Delete
Tab 2
*x
¥
MNew Tab:

Add

= Tab column association

Tab child columns:

Columns in list Columns in tab
Categor Category
CEATTI | Content Type R
Mame (3
Title
44
¥

=l Permissions

Figure 1 - Associating columns

You can optionally re-arrange column on the tab.

You can optionally add permissions to the tab.

Click on the Plus sign of Permissions section to open that section.

Define if you want the tab to be editable, read-only or hidden

Define to which forms you want to apply the permission rule

Optionally, enter the user/group to assign the rule to. You can leave this field
empty to create a rule that applies to all users. If you selected a user/group, you
can also mark the Default checkbox to make the current tab default for that
user/group. The default tab is shown first when the form first loads.
Optionally add conditions to the rule

Check the Conditions checkbox to make the conditions section visible
Choose columns, operator and value to create a condition, after that click on
Add link button.

Click the large Add button to add the permission rule

In the General Settings section you can defined if the tabs are displayed as
groups, if empty tabs are visible or hidden and whether or not to include All
Columns tab. Note that if you include the All Columns tab, tab permissions
become blocked.
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Tabs Settings: Shared Documents

Tab names
Existing tabs:
Delete
Tab 2
=
¥
Mew Tab:
Add

'+ Tab column association
=l Permissions

Permission level:
)Read 0 Write 0 Deny (hidden)

Apply in forms:
i Mew item
Edit existing item
View existing item
For users'\groups: 8, [ F pefauit
efau
["] conditions

[ Add Mew Permission Rule l

Current permission rules

Permission level User\Group Default Screens Conditions

H General Settings

0K l [ Cancel ] Developed by Infowise Lid

Figure 2 - Tab settings

Vacation Request: 555-1234
oK. ] [ Cancel
[l Attach File | ¥ Delete Ttemn | 97 Spelling... * indicates a required field
m Team Leader View  Department Manager View
Vacation Start Date * 3/17/2010
Vacation End Date * 3/24/2010
Emergency Contact Number * 555-1234
Additional Information
Created at 3/9/2010 4:15PM by Mary Sheldon oK ] ’ cancel
Last modified at 3/9/2010 4:18 PM by Jonathan Sommers
Figure 3 - Tabs display
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Vacation Request: 555-1234
oK ] [ Cancel
] Attach File | ¥ Delete Item | % Spelling... * indicates a required field
User View
Vacation Start Date * 3/17/2010
Vacation End Date * 3/24/2010
Emergency Contact Number * 555-1234
Additional Information
Team Leader View
Substitute * Tom Whyte
Team Leader Approval * Approve
Team Leader Remarks no problem
Team Leader Response Date 3/8/2010 4:15 PM
Department Manager View
Department Manager Approval * Approve
Department Manager Remarks alright
Department Manager Response Date 3/9/2010 4:15 PM
Created at 3/9/2010 4:15PM by Mary Sheldon ok || cancel
Last modified at 3/5/2010 4:18 PM by Jonathan Sommers

Figure 4 - Groups display

2. Advanced Column Permission Manipulation

2.1. Unless a minimum of one permission is set for a column, the column continues
to behave as usual in SharePoint (this is also true once the last permission is
removed).

2.2. Once a permission is given to a certain groups of people (or a single user), all
other users, who do not appear in any valid rule, will not be granted permissions
on that column.

2.3. If acolumn is to be read-only for all users, but editable for a certain contributing
group, the following steps are required (in our example we will demonstrate the
scenario on Title column):

a. Choose "Title" in Column, and "Read" in permission level.
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Advanced Column Permissions Settings: Shar

General Settings

Colurnn: Title -

Permission level: _ . _
’ @ Read | ) write ) Deny (hidden)

Apply in forms: Mew item
Edit existing item
View existing item

For users\groups: 9‘/ A

[] Conditions

[ Add New Permission Rule | |

Current permission rules

Column Permission level User\Group Forms Conditions

[ 0K ] [ Cancel ] Developed by Infowise Ltd

Figure 5 - Adding a new permission rule

b. Click Add New Permission Rule.

c. After the creation change permissions level to "Write", and in the
users\groups field, enter the user\group you would like to grand write
permissions on that column.

d. The end result should be:

Current permission rules

Column  Permission level  User\Group Forms Conditions

Title Read all All Delete  Edit
Title Write INFOWISE\domain admins Al Delete  Edit
[ QK ] [ Cancel ] Developed by Infowise Ltd

Figure 6 - Applying Permission Rules
e. Click OK.

< Until clicking the OK button, the changes you've made in this screen will not
" take effect, and the former definitions will still be relevant.

2.4. If you wanted only Administrators to be able to read\write to that column, do the
same without adding the read permission.

, If a certain group is given "Deny" permission, all users in the group will not be
" able to see that column (even if another rule grants them other privileges).

2.5. If we want to grant permissions under a certain condition, we take the following
steps:
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a. Select the column to apply permission on (i.e. Description) and permission
level.

b. Click the Conditions section, and add a new condition
(i.e. Due Date > [Today]) and click Add.

Advanced Column Permissions Settings: Shared Docurmr

General Settings

-

Column: Title

Permission level:
‘ @ Read () Write () Deny (hidden)

Apply in forms:

Mew item
Edit existing item
View existing item
For users'groups: ﬂ‘/ [[&9]
Conditions
L=l lwiip) Operator Value
Modified - Equals - I_ngay][ Add

Delete All Conditions

Add New Permission Rule

Current permission rules

Colurmn Permission level User\Group Forms Conditions

OK ] [ Cancel ] Developed by Infowise Ltd

Figure 7 - Adding condition to permission rule

< Auser will receive the strongest permission from all valid rules, by the order:
S Write A Read A Deny.

2.6. Choosing "All Columns" will apply the same rules for all the columns in the list
(existing columns and columns that will be created in the future).

3. Column Value Validation

3.1. Validating a column value with a pattern:
Validation of column value with a pattern requires a regular expression or usage
of one of the system integral patterns (Email, Phone, 1D, Number).
3.1.1. Choose a column to validate.
3.1.2. Choose Pattern in rule.
3.1.3. Choose "Custom" in pattern or one of the integral formats of
validation.
3.1.4. Enter aregular expression (i.e. (\w[-._\w]*\w@\w[-._\w]*\w\.\w{2,3})
for email address).
3.1.5. Enter an error message in case the value is not valid.
3.1.6. Click Add Validation rule.
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Column Validation Settings: Shared Documents

General SeHinns

Column:  Tge

Validation rules

T P [ o S [ PR T T o —_————

Pattern =  Equals + Custom ~ +@[A-Z0-9- ]+ [A-Z]2.40b [dl Please enter a valid email

["] conditions

[ ' Add New Validation Rule

Current validation rules

Column Rule Operator Value Conditions

[ K ] [ Cancel ] Developed by Infowize Ltd

Figure 8 - Create a regular expression validator

3.2. In case you want to save the regular expression for future use, use can click the
save button and enter a name for the template, which will later appear in the
Pattern box.

Walue Error ressage
|1b[A—ZEI-9. %+-]+@[-‘J--EEI-E.- = IThis is not a valid email

Custorn Email | (5sve

Figure 9 - Saving a custom template

Fule Cperator Pattern Yalue Error meszage
IF'attern ;l |Equa|s ;l |Custnm ;l | lﬂ |
I conditions
jin] - -
| el Ldd Mew validation Rule
Custormn Email |

Figure 10 - Displaying user's custom template
3.3. Conditions can be applies the same as in permissions screen.
3.4. Column Validation
3.4.1. In column validation you can compare the value of column with that of
another column, using the "["" and "]".
3.4.2. The following settings will force the user to enter a value in the Title
column that contains the value in Name column:
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General Settings

Column: e -

Validation rules

Rule Operator Pattern Value Error message
Column ¥ | |Custom [Mame] Title should contain name

Figure 11 - Validation Rule: Title contains Name value

3.4.3. The following would force the user not to insert the string "Hello" into
Title column:

General Settings

Column:  Tige

Validation rules

Rule Operator Pattern Value Error message

Column =  NotContains - Custom Hello Title should not contain "F

Figure 12 - Title does not contain the word ""Hello™

3.5. The user can also choose "Length" in rule type, to compare the length of the
string value of the column.

4. Views Permissions

4.1. Another option available in Smart List Pro is the ability to determine views'
permissions.
4.2. To do that, enter Views Permissions page from the List Settings page, and
follow the steps:
4.2.1. Select the desired view.
4.2.2. Enter one or more users\groups
4.2.3. Click "Add":
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View permissions settings: Shared Documents

Views permissions

Existing views:

Eurmlmre e Wiz

User’Group: INFOWISE\domain admins

&,
[ Add |

Figure 13 - Add new view permission

4.3. You can also specify the default view for user/group. Just check the Default
View checkbox next to the user/group for the relevant view. The users will be
redirected to the new default view when navigating to the list.

* Check the box near the user name to set the corresponding view as default

View User\Group

All Documents Mary Sheldon Delete Edit

[ K ] [ Cancel Dreveloped by Infowise Ltd

Figure 14 - Default view setting

4.4. When trying to access an inaccessible page, you will be redirected to a page
that contains the user's available view:

You have tried bo access a wiew you are not permitted to see, please select one of the Fallowing wiews:

Wiew 2
Wiew 2

Returm Ta Home Pag Developed by Infowise Ltd

Figure 15 - View available views redirection page

5. Defaults Settings

5.1. Defaults Settings allows the user to set initial values for item values.
5.2. There is advanced value input available for:

5.2.1. Date Fields

5.2.2. User Fields

5.2.3. Yes\No Fields
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5.2.4. Hyperlink Fields
5.2.5. All other fields can be set with a textual value.
5.3. Adding a default value is done so:

General Settings

Colurmn: Review -
Value: 7/8/2010 i
User\Group:

INFOWISE\domain admins

&,
[ Add |
Figure 16 - Adding date default value
5.4. Dates can also be added with a "[Today]" equation™
General settings
Column: Review -
Value: [Today] + 5 i
User \Group: INFOWISEYdomain admins
& G2
Add |
Figure 17 - Adding date ""Today"" equation default value
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